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PROFESSIONAL SUMMARY

Full-Stack Developer transitioning into DevSecOps, currently pursuing a Master's degree in Cybersecurity of Networks and 
Information Systems. Professional experience building SaaS applications (Spring Boot, Angular) and hands-on DevSecOps 
practice: GitLab CI/CD pipeline with automated security scanning, Docker and Linux deployment. Seeking a junior DevSecOps 
role.

PROFESSIONAL EXPERIENCE

DevSecOps Intern, Marjane Menara, Marrakech, Morocco Aug – Sep 2026
Team project (3 interns): internal IT equipment management system – requests, approvals, purchase orders, delivery notes, 
inventory.

• Designed and automated an 8-stage GitLab CI/CD pipeline (Maven build, tests, SAST, SCA, secret detection, container 
image scan, image publishing, deployment) run by a GitLab Runner.

• Integrated 4 automated security checks into the delivery lifecycle: Semgrep (SAST), OWASP Dependency-Check (SCA), 
Gitleaks (secret detection) and Trivy (container image scanning); managed application secrets as masked CI/CD variables.

• Containerized the application into 3 services (PostgreSQL, Spring Boot API, Nginx) with Docker Compose; configured an 
Ubuntu Server VM (VirtualBox) for pipeline-driven deployment.

• Contributed to developing and securing the Spring Boot API: JWT authentication and role-based access control (RBAC, 3 
user roles) with Spring Security.

Full-Stack Developer – ANAPEC Employment Contract, LIADTech (Remote) Jan – Sep 2025
• Developed SaaS application features: front-end interfaces with Angular and Next.js; back-end services with Spring 

Boot, .NET Core and NestJS.
• Contributed to API design and optimization; worked with MySQL and PostgreSQL databases (Azure Data Studio).
• Collaborated with the product team in an Agile/Scrum environment (daily stand-ups) using Azure DevOps.

Web Development Intern, iTech Solutions / Infocea Assurance, Rabat Mar – Apr 2024
Health insurance quotation and services application (PHP, MySQL, React).
Web Development Intern, Marjane Menara, Marrakech Jul – Aug 2023
Checkout equipment management application (PHP, MySQL).

TECHNICAL SKILLS

DevSecOps & CI/CD : GitLab CI/CD, GitLab Runner, Git, Maven, Semgrep (SAST), OWASP Dependency-Check (SCA), Gitleaks 
(secret detection), Trivy (container image scanning)
Cloud, Linux & Containers : Oracle Cloud Infrastructure (OCI, VCN), Docker, Docker Compose, Ubuntu Server (Linux), Nginx 
(reverse proxy), Cloudflare DNS, HTTPS/TLS (Let's Encrypt, Certbot)
Application Security : Spring Security, JWT, RBAC, authentication and access control, secure coding
Development : Java, Spring Boot, Python, React, Angular, Next.js, Laravel, PHP, .NET, NestJS
Databases & Tools : PostgreSQL, MySQL, MariaDB, Azure DevOps
Additional Exposure : SonarQube, Wazuh, Suricata, pfSense, VPN, VirtualBox

EDUCATION

Master's Degree in Cybersecurity of Networks and Information Systems (in progress) 2025 – 2027
Faculty of Sciences, Meknès
Professional Bachelor's Degree in Applied Mathematics and Computer Science 2024 – 2025
Licence Professionnelle – FP Sidi Bennour
Specialized Technician Diploma in Digital Development, Full-Stack option 2022 – 2024
Technicien Spécialisé – ISTA Hay Nahda, Rabat
Baccalaureate in Physical Sciences (BIOF) – Marrakech 2022

CERTIFICATIONS & AWARDS

DevSecOps Fundamentals – Certanika Oct 2026
2nd Prize, Coding Challenge – École Supérieure de Rabat en Management et Ingénierie (ESR) May 2024

LANGUAGES

Arabic  •  French  •  English (B2/C1 level, American Center, 2023)

https://alae-errajy.com/
https://gitlab.com/alaedrajyeam
https://linkedin.com/in/alae-er-rajy
mailto:alaedrajyeam@gmail.com

